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Abstract: In healthcare, the phenomenon of Industry 4.0 is called Health 4.0. It
represents the integration of modern technologies using available data with the
possibilities of artificial intelligence. The main goal of the study is to examine the
barriers to the implementation of Health 4.0 in healthcare of Slovak Republic. By
analysing many scientific studies dealing with the issue, we have identified obstacles
to the transformation of the Slovak healthcare system from a purposefully
compassionate system to a value-oriented and personalized system that can ensure an
increase in the quality of provided health services. Based on the opinions of healthcare
professionals, IT professionals and academic experts, the 15 most important barriers
were selected. Subsequently, the TISM (Total Interpretive Structural Modelling)
model was developed, which extracted the key barriers influencing the adoption of
Health 4.0. The results show that the lack of support from top management and the
growing demands on the workforce are the main obstacles with the most significant
driving force. Urgent solutions by policy makers and management of healthcare
facilities to remove these barriers will reduce the cost of medical interventions and
improve the quality of healthcare provided, thus realizing the true potential of Health
4.0.

3.





Phase - Health 2.0 (80s of the 20th century):
Development and use of new medical imaging techniques
that have enabled advances in disease diagnosis.
Electronic Health Records (EHA).
The Institute of Medicine (IOM) defines the mission of
public health.
Phase - Health 3.0 (Present):
Intensive informatization and digitalization of healthcare.
Health is becoming a commodity, and new business
models are emerging in healthcare.
Technologies, information systems, use of data
restructuring the patient's environment.
Innovations in the use of genetic information, development
of implants, wearable electronics monitoring biophysical
processes in the human body and their connection with
HER.
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1 Introduction
The Industrial Revolution is the most important development
milestone in human history.

2.

3.

4.

Phase - Industry 1.0 (18th century):
Mechanization, weaving loom, use of a steam engine in
industrial production.
Phase - Industry 2.0 (19th century):
Electrification of production, electric motor as a part of
assembly line, mass production.
Phase - Industry 3.0 (70s of the 20th century):
Partial automation using memory-programmable controls
and computers (robots).
Phase - Industry 4.0 (the beginning of the 21st century):
Cyber-physical systems, digitalization and interconnection
of networks of all systems through one network, while
production is almost autonomous.

Industry 4.0 is a production concept designed in Germany. It
connects the physical world with the virtual world in order to
increase the competitiveness of the German manufacturing
industry. (Kagermann et al., 2011) The creation of intelligent
factories was conditioned by the combination of cyber physical
systems with people connected through the Internet of Things
with the support of Internet services. Factory management
envisaged the organization of processes through intelligent
resource planning and the support of human and virtual agents in
product development, with responses to demand, market
conditions and feedback taking place in real time. The timeliness
of the data obtained enables the continuous improvement of
products, which enables companies to increase their
competitiveness on the global market. (Schrauf, Berttram, 2016)

2 Objective and methodology
The main goal of the study is to identify the barriers to the
implementation of the Health 4.0 concept existing in the
healthcare system of the Slovak Republic.
To achieve the goal, we used the TISM methodology, which was
defined by Sushil (2012) and is derived from the concept of the
ISM methodology. It models direct and transient relations
between various elements.
Process:

The development of Industry 4.0 resulted in the launch of a
number of changes in healthcare, which used the knowledge of
the industrial concept in four phases as well (Thuemmler, Bai
2017):
1.

Cyber-physical systems - CPS in healthcare.
Internet of Things in Healthcare.
Internet services.

Advances in science and technology within Industry 4.0 have an
impact on all areas of people's lives and society as a whole. The
present study focuses its attention on its effects on health,
healthcare and medicine. By seizing the opportunities of the
concept, the healthcare sector has the opportunity to become
more collaborative, convergent and predictive. The result is the
personalization of health care and the improvement of
preventable health care, which will increase the quality of life of
the person monitored, e.g. indicators of healthy life expectancy,
decline in avoidable mortality and others. Negative
consequences are deepening inequalities in access to new
treatments, moral issues in the use of genetic engineering
knowledge, healthcare professionals 'access to technological
advances (e.g. conscientious objection), changes in the doctorpatient relationship or the safety and protection of patients'
personal health data. . These issues pose challenges for the future
and require education of the public, policy makers and providers
on the possibilities of transformation, on the modernization of
existing systems, on new governance structures and the
development of a coordinated collective framework.

Technological progress and industrialization went through four
phases (Cline, 2017):
1.

Phase - Health 4.0 (Future):

1.

Phases - Health 1.0 (end of the 19th century to the 20th
century):
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Identification of barriers
In accordance with the TISM methodology, based on the
analysis of 58 professional articles registered in the
SCOPUS and WoS databases dealing with the issue, we
identified a set of barriers that represent an obstacle in the
implementation of the Health 4.0 concept in healthcare (Jain
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connection with breaches of applicable public procurement
legislation in terms of efficiency and economy. Investing in new
technologies would increase their debt. It would be a
modernization debt. The return on funds allocated in this way
would be reflected in the long term, but more importantly, it
would be linked to increasing the quality of health care provided
in reducing avoidable mortality, improving preventive care with
increasing life expectancy and more. An unresolved issue is the
management and security of such a vast amount of data, which
raises concerns about the economic losses resulting from the
failure of these capital-intensive systems and technologies.

and Raj 2016). We supplemented the obtained information
with data from statistical databases of OECD, Eurostat,
NCZI. Subsequently, we subjected the barriers to the
evaluation of 21 experts using the Delphi method: 10
doctors, 5 nurses, 4 academic staff and 2 IT staff. Finally,
we extracted 15 barriers to the implementation of the Health
4.0 concept in the healthcare system of the Slovak Republic.
2.

Interpretation of mutual relations between barriers and
construction of structural matrix, use of symbols according
to table no. 1


Growing demands for a skilled workforce (B3)
In order to successfully implement the Health 4.0 concept, it is
essential that the workforce in healthcare facilities has the
required technical knowledge and skills. The operation of
automated machines and robots requires further specialized
training, digitalization and use of the Internet of Things, in turn,
advanced technical knowledge to ensure the security of sensitive
data such as clinical patient data. (Benešová and Tupa, 2017;
Gehrke et al., 2015)

Table 3 Structural matrix symbols
Symbol
Relation description
V
When barrier ‘a’ leads to barrier ‘b’, but barrier
‘b’ does not lead to barrier ‘a’
A
When barrier ‘b’ leads to barrier ‘a’, but barrier
‘a’ does not lead to barrier ‘b’
X
When barrier ‘a’ leads to barrier ‘b’ and vice
versa
O
When the relation between barriers is not relevant
Source: Sushil, 2012

3.

NCZI statistics on the staffing of medical facilities show that
25% of doctors and almost 10% of nurses and midwives of
retirement age work in Slovakia (NCZI, 2018). For this age
group, education in new digital technologies is challenging and
there is a presumption that their introduction into everyday
practice would cause them to retire from active service. The
readiness of the technological workforce requires systemic
changes in the education of health workers at secondary schools
and universities as soon as possible, as their entry into the labour
market is expected to be delayed by 4 to 10 years.

Construction of the range matrix by converting information
in binary numbers 1 and 0, according to table no. 4

Table 4 Construction of a matrix and its conversion into binary
numbers
Relation between
Relation
Relation
barrier ‘a’ and barrier
‘a’ – ‘b'
‘b’ – ‘a’
‘b’
V
1
0
A
0
1
X
1
1
O
0
0


Cyber security and privacy issues (B4)
Safety is one of the biggest obstacles to the successful
implementation of the Health 4.0 concept. In the cloud, a large
amount of confidential patient information is available online.
Securing this highly sensitive private data is a key challenge for
healthcare, as cyber systems are vulnerable to cyber-attacks.
According to the latest studies, the solution is to work in the
Edge interface, not the cloud. (Kamble et al., 2018; Alaba et al.,
2017; Babiceanu and Böjtös, 2019)

Source: Sushil, 2012

4.

Subsequently, the matrix is converted according to the
reachability of the target by dividing the barriers into levels.
Variables reaching a value of 1 are determined for the rows,
followed by the columns, and the intersection of their
reachability is determined (Sushil, 2012).

5.

Creating a model of barriers to the implementation of Health
4.0

In Slovakia, cyber security issues are subject to applicable
legislation: Regulation (EU) 2016/679 of the European
Parliament and of the Council on the protection of individuals
with regard to the processing of personal data and on the free
movement of such data (GDPR), Personal Data Protection Act no. 18/2018 Coll., Act on Cyber Security - no. 69/2018 Coll.,
From an ethical and moral point of view, it is about ensuring
secrecy between the doctor and the patient.

3 Solution
Barriers to the implementation of the Health 4.0 concept in
healthcare in Slovakia (Tupá et al., 2021):

Risk of disruption of low-skilled jobs (B1)
The basis of the Industry 4.0 concept are automated and robotic
technologies that replace human labour in industrial production,
which leads to job losses and the release of workers. The same
scenario assumes Health 4.0, where vending machines and
robots in health care facilities will replace the work of some
health professionals, leading to a surplus of labour, which will
then be laid off (Qureshi and Syed, 2014; Frey and Osborne,
2017). For example introduction of chatbots in outpatient clinics
and medical facilities, robots dispensing drugs in hospitals of the
World of Health network, robotic dry and wet vacuum cleaners,
e-magazines and more. (World of Health, E-Time)


Insufficient IT infrastructure (B5)
The successful implementation of the Health 4.0 concept
presupposes an advanced IT infrastructure for the full use of the
Internet of Things. The absence of an efficient communication
network and weak signal strength can disrupt the whole process,
as continuous data security in both horizontal and vertical levels
will not be ensured. One solution is to use data processing on the
Edge interface, which is not so demanding on the infrastructure.
(Hecklau et al., 2016; Yan et al., 2014; Pace et al., 2018).
Nevertheless, the use of the possibilities of Health 4.0
presupposes access to the Internet on the part of patients as well.
According to Eurostat (2019), 82% of households in Slovakia
have an internet connection and two thirds of the population had
basic computer skills. For households, the investment is not only
the provision of internet connection but also the purchase of IT
equipment (computer, tablet or telephone). For retired patients,
securing the IT infrastructure to take advantage of the
opportunities offered by Health 4.0 is essential.


Capital intensity (B2)
The implementation of the Health 4.0 concept requires a very
high initial investment in the development of suitable
infrastructure and advanced automated technologies for
healthcare facilities. IoT technologies require huge capital
investments, accompanied by fears of economic loss. (Kamble et
al., 2018; Kamigaki et al., 2017)


Insufficient motivation of health professionals (B6)
Insufficient number of health care workers in health care
facilities, their insufficient financial remuneration and job
dissatisfaction represent a fundamental obstacle to the staffing of
the application of the Health 4.0 concept. (Benešová and Tupa,
2017; Gehrke et al., 2015, Bonczek et al., 2014)

In its report, the SAO SR states in most hospitals deficit budgets
or significant shortcomings in the management of budgets and
other management parameters. The INEKO organization has
long been drawing attention to the increase in hospital debt in
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administration. The strategy of health care development with an
emphasis on informatization and digitalization is completely
absent (Office for Investment and Informatization, 2018, Modern
Health Care: The Greatest Diagnoses of Slovak Healthcare:
Survey Results)

SKSaPA, SLK, Think-thank institutions and others have been
drawing attention to the above-mentioned problems of the
Slovak healthcare system for a long time. The biggest problem
of the Slovak healthcare system is the unsustainability of the
staffing of medical facilities. NCZI statistics show that almost
19,000 doctors work in health care establishments, of which
4,700 are of retirement age in the case of nurses, 33,000 of them,
of which more than 3,000 are of retirement age. In an
international comparison, there are 3.4 doctors per 1000
inhabitants in Slovakia, which is a value at the level of the EU
average, but if all doctors of retirement age left the system, there
would be only 2.58 doctors per 1000 inhabitants. In the case of
the nurses, the situation is even more alarming. The EU average
is 8.4 nurses per 1000 inhabitants, in Slovakia it is only 5.4,
without nurses of retirement age it would be 5 nurses per 1000
inhabitants. The number of graduates of secondary medical
schools or universities of medicine and medical disciplines has
not been declining for a long time, but their problem is their
emigration to work abroad.


Lack of top management support (B13)
The implementation of the Health 4.0 concept requires extensive
initial investment in the construction, development and
maintenance of infrastructure in healthcare facilities (factor B2).
Additional costs are required to train staff (factor B3). If top
management does not support the adoption of Health 4.0, this
process will not be successful (Kamigaki et al., 2017). The
introduction of the concept into modern healthcare in Slovakia is
not a priority for the management of healthcare facilities. The
support of top management is paramount for the improvement
and streamlining of medical facilities. (Modern healthcare: The
biggest diagnoses of Slovak healthcare: results of a survey,
SAO: Results of inspections of selected healthcare facilities)

Fragmented and non-standardized clinical data (B14)
The healthcare industry is very fragmented and rarely
standardized. It is difficult for doctors, patients and managers to
maintain a general overview of the various dimensions of care.
(Raghupathi and Raghupathi, 2014)



Inconsistency in rules for the exchange of clinical
information (B7)
Health 4.0 is a relatively new concept. The lack of uniform
standards for the exchange of information, connection to digital
networks and at the same time insufficient information is an
obstacle to its implementation. (Christians and Liepin, 2017)



Concerns about the use of the Internet of Things and their
economic return (B15)
The Internet of Things (IoT) is one of the important pillars of the
Health 4.0 concept and, when used wisely, can bring great
economic benefits to healthcare organizations. With the rapid
expansion of wearable devices and smartphones, the
combination of technology and IoT support shifts healthcare
from a conventional system based on a framework approach to
all patients to more personalized healthcare systems (Qi et al.,
2017). However, staff are still unclear about the potential
benefits and proper use of the Internet of Things in terms of
value and rapid delivery of services. Several applications and
technologies from IoT are still in their infancy and their results
are uncertain. (Ryan and Watson, 2017; Li et al., 2015)


Lack of legislation on the use of clinical data (B8)
The digitalization and functioning of health care challenge legal
professionals to create a legal framework that ensures and
supports the proper and safe functioning of digital technologies
and artificial intelligence in health care. This requires a redesign
of the system of functioning and provision of clinical healthcare,
reflecting the requirements for the legal security of clinical data
in the Health 4.0 concept. (Christians and Liepin, 2017;
Shelbourn et al., 2005)

Insufficient maintenance support system (B9)
The implementation of the Health 4.0 concept requires an
extensive IT infrastructure (factor B5), which needs to be
managed, maintained and controlled. Any disruption of the
integrated process will disrupt the whole system, which is a
basic requirement for the healthcare sector. It is essential to have
intelligent maintenance systems that can identify the smallest
deviations with an emphasis on alerting possible errors or selfhealing methods to prevent malfunctions. (Lee et al., 2014)

Table 5 Summary of barriers to the implementation of the Health
4.0 concept in the Slovak Republic
Barriers to the implementation of the Health
Number
4.0
1
Risk of disruption of low-skilled jobs
B1
2
Capital intensity
B2
Growing demands for a skilled
3
B3
workforce
4
Cyber security and privacy issues
B4
5
Insufficient IT infrastructure
B5
Insufficient motivation of healthcare
6
B6
professionals
Inconsistency in regulations for the
7
B7
exchange of clinical information
Lack of legislation on the use of clinical
8
B8
data
9
Insufficient maintenance support system
B9
10
Political support
B10
Lack of clusters for physician research
11
B11
and development
Lack of strategy for digitalization of
12
B12
medical facilities
13
Lack of top management support
B13
Fragmented and non-standardized
14
B14
clinical data
Concerns about the use of the Internet of
15
B15
Things and their economic return
Source: own processing


Political support (B10)
The present is a period that places huge demands on capabilities
such as big data analysis, cloud computing / edge computing
security, searching for other options in the field of the Internet of
Things or services. This requires government support to create
support for the implementation of Health 4.0, e.g. financial,
personnel, administrative, legislative, etc. At the same time, it is
important to create standards at the international level, or and at
national level to assist in the free and secure exchange of
information (Bonczek et al. 2014).


Lack of clusters for physician research and development
(B11)
There is a need for continuous research and development in
healthcare, as physicians should be well versed in the latest
diagnostic techniques and surgeries. There is therefore a
requirement to build sufficient research facilities to create a
network of collaborating facilities and organizations in clusters
(Raghupathi and Raghupathi, 2014). Clusters in the Slovak
healthcare system are a unique exception. Their creation and
cooperation is essential for modern healthcare (World of Health)

Lack of strategy for digitization of medical facilities (B12)
Some hospitals do not have their own IT infrastructure, due to
which managers have difficulty using IT technologies and
finding the most suitable solution. Another problem is the
incompatibility of software, indicators, units and parameters
used by Schröder devices (2016). In Slovakia, there is an Action
Plan for Informatization and Demand Challenges of the
Industrial Property Office, which, however, is general for public

Based on the evaluation of barriers to the implementation of
Health 4.0 by selected experts from practice and academic
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experts, we constructed an initial matrix of SSIM, which
captures the evaluation of the interrelations between the criteria.
(table 6)
Table 6 Structural self-interaction matrix (SSIM)
B15
B14
B13
B12
B11
B1
A
o
a
a
o
B2
A
a
a
a
o
B3
V
v
a
v
o
B4
A
o
a
a
o
B5
v
v
a
v
o
B6
a
x
x
a
a
B7
o
o
a
o
x
B8
a
o
a
x
v
B9
v
v
a
v
v
B10
v
v
a
v
v
B11
o
o
a
o
B12
o
o
a
B13
v
v
B14
a
B15
Source: own processing

B10
a
a
v
o
a
a
o
a
x

B9
a
a
v
a
a
a
a
o

B8
o
o
o
a
v
o
o

B4
0
0
1
1
0
1
0
1
1
0
0
1
1
0
1

B5
0
0
1
0
1
0
0
0
1
1
0
0
1
0
0

B6
1
0
1
1
0
1
0
0
0
1
1
1
1
1
0

B6
a
o
x
x
o

B5
a
o
v
o

B4
o
a
v

B3
a
a

B2
x

B1

B13
0
0
0
0
0
0
0
0
0
0
0
0
1
0
0

B14
0
0
1
0
1
1
0
0
1
1
0
0
1
1
1

B15
0
0
1
0
1
0
0
0
1
1
0
0
1
0
1

Table no. 7. as initial reachability.

In the next step, the SSIM is converted to the binary digits of
criteria 1 and 0 according to table no. 3, which is shown in
Table 7 Initial reachability matrix
B1
B2
B3
B1
1
1
0
B2
1
1
0
B3
1
1
1
B4
0
1
0
B5
1
0
0
B6
1
0
1
B7
0
1
0
B8
0
0
0
B9
1
1
0
B10
1
1
0
B11
0
0
0
B12
1
1
0
B13
1
1
1
B14
0
1
0
B15
1
1
0
Source: own processing

B7
o
x
v
v
v
o

B7
0
1
1
1
1
0
1
0
1
0
1
0
1
0
0

B8
0
0
0
0
1
0
0
1
0
1
0
1
1
0
1

Subsequently, we evaluated the matrix in terms of transitive
bonds and then divided into levels of different repetitions.

B9
0
0
1
0
0
0
0
0
1
1
0
0
1
0
0

B10
0
0
1
0
0
0
0
0
1
1
0
0
1
0
0

B11
0
0
0
0
0
0
1
1
1
1
1
0
1
0
0

B12
0
0
1
0
1
0
0
1
1
1
0
1
1
0
0

The matrix is reviewed for the transitivity links and then
partitioned and the levels of different iterations (table 8).

Table 8 Iterations
RS
B1
1,2,6
B2
1,2,7
B3
1,2,3,4,5,6,7,9,10,12,14,15
B4
2,4,6,7
B5
1,5,7,8,12,14,15
B6
3,4,6,14
B7
2,7,11
B8
4,8,11,12
B9
1,2,4,5,7,9,10,11,12,14,15
B10
1,2,5,6,8,9,10,11,12,14,15
B11
6,7,11
B12
1,2,4,6,8,12
B13
1,2,3,4,5,6,7,8,9,10,11,12,13,14,15
B14
2,6,14
B15
1,2,4,8,14,15
Source: own processing

AS
1,2,3,5,6,9,10,12,13,15
1,2,3,4,7,9,10,12,13,14,15
3,6,13
3,4,6,8,9,12,13,15
3,5,9,10,13
1,3,4,6,10,11,12,13,14
2,3,4,5,7,9,11,13
5,8,10,12,13,15
3,9,10,13
3,9,10,13
7,8,9,10,11,13
3,5,8,9,10,12,13
13
3,5,6,9,10,13,14,15
3,5,6,9,10,13,15

Interpretive structural model was plotted (figure 2) using
Iterations (Tab. 8). This model consists of eight levels.
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AS ∩ RS
1,2,6
1,2,7
3,6
4,6
5
3,4,6,14
2,7,11
8,12
9,10
9,10
7,11
8,12
13
6,14
15

LEVEL
I.
I.
VII.
II.
V.
I.
I.
III.
VI.
VI.
II.
III.
II.
IV.
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Challenges at the higher levels have the less effective (levels 1–
3) and challenges at low levels are basic and levels 7-8 have the

most effective on other challenges and the recruitment system.

Figure 2 Interpretive structural modeling-based model
Risk of disruption of lowskilled jobs (B1)

Insufficient motivation of
healthcare professionals
(B6)

Capital intensity (B2)

Lack of clusters for
physician research and
development (B11)

Cyber security and
privacy issues (B4)

Inconsistency in regulations for
the exchange of clinical
information (B7)

Fragmented and nonstandardized clinical
data (B14)

Lack of legislation on
the use of clinical data
(B8)

Lack of strategy for
digitalization of medical
facilities (B12)

Concerns about the use
of the Internet of Things
and their economic return
(B15)

Insufficient IT
infrastructure (B5)

Insufficient
maintenance support

Political support (B10)

Growing demands for a
skilled workforce (B3)

Lack of top management
support (B13)

Source: own processing
health care should pay increased attention to them if their goal is
to increase the quality of services provided in the health care
sector in Slovakia by using the potential of this new concept. At
the highest level of the ISM model, barriers arising from lowerlevel challenges are strongly dependent. These include: risk of
undermining low-skilled jobs (B1), capital intensity (B2),
insufficient motivation of health professionals (B6),
inconsistencies in rules for the exchange of clinical information
(B7), problems with cyber security and privacy (B4), lack of
clusters for research and physician development (B11),
fragmented and non-standardized clinical data (B14), lack of
legislation on the use of clinical data (B8), and a lack of
digitalization strategy for healthcare facilities (B12).

4 Interpretation of results
We used expert opinions on the implementation of Health 4.0 as
a basis for the creation of the ISM model and the analysis of the
relationships between the barriers leading to the introduction of
Health 4.0 elements in the healthcare system of the Slovak
Republic.
Barriers that can be considered as challenges in this model have
been grouped into three categories: key challenges, strategic
challenges and dependent challenges. The holistic model is
logical and the relationship between barriers is a picture of
important factors and the elements that depend on them.
Some of the barriers have been extracted to the lowest level: lack
of top management support (B13) and growing demands for a
skilled workforce (B3). These barriers represent the challenges
of Health 4.0 with the greatest impact on higher level barriers.
We can identify these challenges as key, and any attempts to
address them can positively influence the solution of other
barriers.

5 Conclusion
The elements of Health 4.0 represent an opportunity to transform
the healthcare sector in the Slovak Republic from a purposefully
compassionate system to a value-oriented and personalized
system that can provide proactive preventive measures. The
results will be reflected in the positive development of important
indicators, e.g. life expectancy in health, reducing the number of
avoidable deaths, increasing life expectancy at birth and others,
due to increasing the quality of services provided in health care
facilities. The barriers identified in this research will help public
policy makers and managers of health care facilities to take
concrete steps to enable the Health 4.0 program to be
successfully implemented in the health care system of the Slovak
Republic. The result of this study is an evaluation of key factors

Political support (B10), insufficient technical support system
(B9), insufficient IT infrastructure (B5) and concerns about the
use of the Internet of Things and their economic return (B15) are
in the middle level of the ISM model. These challenges are
described as strategic due to the strong impact on the success of
the implementation of Health 4.0 elements in the healthcare
system of the Slovak Republic. Public policy makers influencing
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