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Abstract: Relevance of the research is associated with the importance of implementing
an efficient information collection and processing system and making wise managerial
decisions based on the obtained data, ensuring the company's economic security. The
objective of this paper is: to detail the essence and role of controlling in the system of
economic security, to present approaches to building systems of controlling, and to
find out difficulties which subjects of economic relations can face when implementing
the said system. The leading approach is the concept of controlling as a tool for
promptly providing the company's managers with the required valid information for
making managerial decisions and the company's ensuring economic security. The
paper presents levels of controlling, conditions, and methods of implementing this
system; controlling performance methods are described, and organizational structure
of controlling is given.
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1 Introduction

In the era of digital technologies, the most urgent question is the
information security system enabling one to store and protect
information used for making decisions in all spheres of activity
(Strategy of Economic Security of the RF for the Period of Up to
2030, 2017). This is done for protecting the information data
from any intervention which can result in loss or distortion of the
data.

At the same time, economic security can only be ensured on
condition that the information is relevant, clear, and provided to
the manager promptly (Sukhodoeva, 2011).

The principal tasks of economic security are as follows: ensuring
economic development of region's enterprises in genera;
forming an optimal structure of the economy and program of its
development; ensuring social security and improvement of the
population's quality of life, too. Consequently, the method of
controlling is only efficient when it is performed at several
interrelated levels: the strategic, the tactical, and the operational
one. Such an approach enables managers to not only trace down
the actual effectiveness of managerial decisions but also perform
forecasting and planning. Thus, time is gained, and the quality of
managerial decisionsisimproved (Kornilov, 2010).

Substituting quality control for controlling is a significant
mistake most managers make. This is completely unacceptable,
just asit is wrong to substitute a system of monitoring measures
for contralling to improve employees quality of work. The
principal mission of controlling is to ensure transparency,
consistency of decision-making relying on the supplied
qualitative and quantitative data, as well as to ensure integrity
and confidentiality of the information blocking any third-party
access.

Thus, relevance of the research is associated with the fact that in
the contemporary political and economic conditions, at the level
of the state, regions, and private enterprises, managers have to
take care about security systems and to build efficiently working
systems for analyzing, controlling, and processing large data
arrays which enable them to make efficient decisions relevant to
the challenges (Zhiltsova & Sukhodoeva, 2011).

It has to be noted that there are no global Russian studies in the
domain of controlling, with foreign theories prevailing in the

scientific  community, while Russian experience and
particularities of controlling in Russian realia have virtually not
been studied. Notably, for a long time, in Russia, economic
security has long been associated with physical integrity of
property, and controlling — with a system of monitoring,
supervision, and inspections. However, the contemporary realia
make managers take a new approach to the system of controlling
both at enterprises and in the state structures.

2 Literature Review

Proceeding from the Federal Law of the RF "On Security"
(2010) and the Strategy of Economic Security of the Russian
Federation (2017), one can note that people's life interests are
associated with essential needs, and meeting them ensures
people's quality of life, their basic existence, and improvement
of not only individuals but the society and the state in general. It
has to be emphasized that economic needs aways underlie
personal ones.

L. F. Sukhodoeva (2011, 2012; Sukhodoeva et a., 2016),
Yu.V. Zhiltsova  (Zhiltsova &  Sukhodoeva,  2011),
N. D. Sukhodoev  (2015), D.V.Sukhodoev (2012) and
N. A. Kazakova (2015) discuss using the controlling system both
a the regiona level (for ensuring the region's economic
security), and from the standpoint of ensuring economic security
for industrial enterprises, with the regional aspect and area
development particularities taken into account.

In his studies, D. V. Sukhodoev (2011a, 2011b) considers the
possibility of using the controlling technology in evaluation of
the region's resource potential. Importantly, the author discusses
controlling of resource provision degree (i.e., provision with not
only natural but, first of all, with human resources) as applied for
regions of the Russian Federation. Evauation of the areds
resource potential is necessary when investors are making a
decision about investing funds into this or that industrial
enterprise creation or renovation project.

In their work, V. V. Pogodinaand A. Ya. Zakharov (2018, p. 78)
pay attention to the fact that at their current development stage,
organizations elaborate and implement information systems of
performance indicators. A digital concept of development is
designed, and there arises the necessity of reinforcing the system
of economic security. For organizations, this is a necessary
prerequisite for growth, winning the leading positions in the
market while maintaining positive development trends. This
concept is aso discussed in works of D. V. Klimov (2020),
M.Ya Kornilov (2010), and S. N. Maksimov (2018) who
explore the mechanism of its fulfillment, the system of
indicators, and the necessity of the use of controlling.
Meanwhile, it has to be noted that currently, innovation
implementation tools are required for the digital economic
security system. So, studying the controlling system as a
necessary tool for achievement of economic security becomes
the priority objective.

3 Research Methodological Framework

The objective of this paper is to demonstrate the essence,
meaning, and role of controlling in the system of economic
security, to present approaches to building a controlling system
and evaluating its effectiveness for the organization.

Tasks of the paper presented are as follows: to describe levels of
controlling; to detail controlling performance methods; to show
difficulties arising in implementation of controlling both in the
state structures and at private enterprises.

Methodological framework of the research consists of general
scientific methods, such as analysis, synthesis, analogy, and
methods of the empirical level, e.g. observation, secondary data
analysis.
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4 Resultsand Discussion

Both at modern enterprises and in the state structures, they
frequently face major setbacks in implementation of controlling.
The setbacks emerge due to the organization managers' ignoring
the paramount stage — planning. Controlling is planned and
performed at three levels — strategic, operational, and tactical.

At the strategic level, a number of studies have to be conducted:
analysis of the external and internal environment, anaysis of
vision and mission, goals and values of the organization, with
special attention to be paid to critical success factors and the
company's unigque competitive advantages.

It is important to pinpoint all company's risks, to word
aternative variants of decision-making, and to forecast
organization development variants depending on changes of the
external environment (both macro- and micro-), as well as those
of the company's internal environment. To conduct the described
anaysis, there are some useful methods, e.g. SWOT analysis,
GAP andysis, competitive analysis, scenario planning
technique, portfolio analysis, potential analysis, and life-cycle
curve analysis.

The operational level of controlling is aimed at preparing and
presenting to managerial workers the complete current
information for them to prepare and make managerial decisions
targeted at ensuring the economic efficiency and profitability. At
thislevel, it isimportant to identify any deviations from the plan
in rea time. The methods of performing operational controlling
are similar to those at the strategic level; additionaly, one can
use ABC analysis, margina analysis, function cost analysis, and
XYZ analysis.

The tactical level of controlling is for managers to identify ways
and methods for eliminating any non-conformities found.

It is essential to apply controlling in financial management, too:
owing to this approach, financial discipline and efficiency can be
enhanced.

For ensuring the efficiency of enterprises, it is expedient to
introduce a position of controller or to organize a controlling
service which will not only perform current control of the
company's efficiency but also provide analytical materials and
databases for its managers to make managerial decisions. It has
to be borne in mind that in the contemporary management, all
decisions are made on the basis of data and not feelings. So,
prompt provision of analytics both about the company's external
and the internal environment has to be ensured. Importantly,
under such organization, there must be a department with
specific functions and a person who is directly responsible for
the efficiency of controlling, collecting and presenting analytical
information. In organizations, this work has to be built on a
consistent basis.

Measures for economic security controlling can be implemented
if the following conditions are met:

1. Economic security ensures the shared interest of both
managers and subordinates in qualitative economic changes
(Sukhodoev, 2012). When fulfilling decisions, each
employee must know what for certain controlling measures
are needed at the enterprise and must perform his or her
tasks at a high-quality level. The results of their work must
develop the enterprise's business on a brand new economic
basis.

2. The process of controlling has to be formalized in the
economic security system. The employees must understand,
know, and be able to perform operations of innovation
development of their enterprise a a high-quality level
(Sukhodoev, 2015).

3. Methods of controlling have to be simple and ensure a high-
quality level of activity of the personnel. The employees
must not be overloaded with numerous operations:. this can
cause irritation and psychologica tension in the personnel
and downgrade the quality of their work.

4. In controlling, motivation of the personnel ensures
transparency and interrelation of results and reward. The
lack of motivation eats away at the ability of working hard
and brings about psychologica tension among employees,
with the quality of their work declining sharply (Sukhodoev,
2011b).

5. The employees awareness about tools of controlling
contributes to the efficiency of tactical management, as well
as the evaluation of results of fulfilling innovation programs
and elements thereof.

6. Controlling does not provide for penalty elements because
tactical controlling is associated with performing current
tasks of ensuring the quality of work and using
organizational resources as designed.

This alows departing from forma communication to a
constructive dialog on controlling and performance of
innovation programs (see Fig. 1).

Figure 1 Controlling in the system of economic security.
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The methods of controlling used in information ensuring of
security of the state, in particular, of the Russian Federation have
to be listed individually:

1. Monitoring and analysis of internal and external threats to
national security of the Russian Federation;

2. Practical measures for avoiding and countering internal and
external threats,

3. Protection of sovereignty of the state, provision of its
security;

4. Growth of economic indicators;

5. Overcoming scientific and technical, technological
dependence of the Russian Federation on external sources,

6. Guarantee of citizens persona security, their rights, and
liberties.

As for quality of controlling measures, it is expedient to assess
their effectiveness using such indicators as unemployment, the
state debt, budget, and market share. Some objectives and tasks,
for example, innovativeness of goods, cannot be counted in
numerical terms. Here, expert's appraisal or effectiveness
expressed through qualitative indicators of administrative
resources can be used (see Fig. 2). This system relies on such
function of controlling as performing individua elements
meeting the managers need of high-quality information
resources for the purposes of economic security.

Controlling is used at the regiona level, too; it helps obtain
information about the area's economic and social development
level. Furthermore, it alows coordinating actions of
administrations and enterprises and supplying analytical
information for investors who are ready to invest into the
region's economy. With controlling, potential for the region's
economic development can be provided, and its specialization
and regional specific profile within the vast Russian economy
can be found. The use of controlling also has an important part
to play in development of metropolitan cities: convenient life for
citizens and uninterrupted functioning of public utilities can only
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be ensured when elements of controlling are interrelated at
different levels of administration (Kornilov, 2010; Sukhodoeva
et al., 2016).

Figure 2 Effectiveness of controlling (broken down to processes)
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From the standpoint of an enterprise, ensuring its innovation
development is vital, and an innovation program cannot be
prepared without controlling in place —not only has information
to be collected about the global and industry-specific
technological changes, but development prospects have to be
evaluated, too, for the enterprise's entire macro-environment. In
controlling, innovations in the enterprise's development program
are tracked down by means of monitoring the economic security
system. They are controlled in real time and recorded in tactical
controlling reports. Thus, information support of administration
in line with any externa environment changesis performed.

Results of monitoring will help make wise managerial decisions,
identify the organization's weak and strong points, and analyze
threats and opportunities held by the external environment for
the organization within the context of economic security. To
make use of these functions, one has to know the toolkit of
controlling (Fig. 3).

It should be emphasized that in controlling, they always use the
systemic approach, analyzing not only information but also
reliability of its source and the information flow. One should
skillfully apply the toolkit for collecting and processing the
information and methodology of processing large information
volumes, too. In the contemporary conditions of controlling,
particularly in the sphere of economic security, specialists face
the problem of multiple annua information gain. In such a
situation, they start using the system of mathematical data
processing increasingly more often. Another problem turning
relevant is that of information and personal data protection
(Sukhodoevaet a., 2016).

There are also new functions of controlling to be noted. They
include finding new information sources, resource provision
development, design of innovations, investment control,
motivation of market competition, de-monopolization of goods
and services markets via the system of controlling (it is used, for
example, by Russias Federa Antimonopoly Service), and
regulating business initiatives. These functions started to form
only several years ago, owing to extensive development of
digital technologies; currently, the said functions have not been
in active use yet (Sukhodoeva, 2012).

Figure 3 Model of controlling in the system of economic security
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Implementation of controlling into daily practice of Russian
enterprises and the state agencies runs into serious obstacles
frequently. The very personnel and officials are quite often
cautious as for implementation of this system. This is associated
with the following circumstances:

1. Standard, established, and habitual processes and models of
management used in organizations daily practice have to be
changed. Performance of controlling is perceived by
personnel  warily, and frequently, employees interpret
implementation of this system as an act of mistrust on the
part of their organization's managers.

2. In the Russian reality, adaptation of the foreign experience
is quite difficult to accomplish. In Russia, personnel
management and the human resources management system
are not so developed; enterprises do not have a consistently
formed system of personnel training and upgrading. Hence,
everything new faces employees mistrust and rejection.

3. The lack of sufficient theoretical knowledge, studies, and
literature on controlling has to be noted as well. Many
managers and CEOs of enterprises do not know about the
theory and methodology of controlling. They underestimate
its opportunities and benefits from using it, too.

4. For implementing the system of controlling, costs are
implied for the enterprise or budget — to pay for training of
the employees and for actual implementation and unfolding
of the system. Processes within the enterprise have to be
modified, too. All this requires considerable spending,
which is not something every organization is prepared for.

However, it is important to highlight development prospects of
controlling, too. The future development of controlling will
progress toward mathematical data analysis and mathematical
modeling, which will allow increasing the precision of analysis
and forecasting power of this focus area. Moreover,
mathematical analysis and modeling grants an opportunity to
reduce financial expenses on financing of controlling. Another
promising line is considered to be the development of
managerial culture of controlling. In the future, controlling and
managerial accounting are expected to converge; manageria
accounting is also likely to land in a subordinate position in
relation to controlling. Notably, in Russia, it is the state
authorities that are leaders in implementation of controlling: the
first ones to implement the system were the Ministry of Defense,
the Ministry of Foreign Affairs, the Federa Taxation Service,
and the Ministry of Internal Affairs. Next, the state corporations
followed suit. As for the private sector, at the moment, they
seldom implement the system of controlling. However, what aso
matters is that Russia has already accumulated some experience,
and the private business will have to implement this system in
the coming years, which is associated with aggravation of
external factors for the majority of enterprises. Moreover, in the
present-day realia of rapidly changing economic, political, socia
and technologica conditions, organizations (both the state and
private ones) find it necessary to respond to the changing realia
fast, optimize their manageria policy, and minimize their risks.
So, their need of controlling indicators, identifying deviations
from the strategy, and understanding causes behind the
deviations becomes more urgent. It is the use of controlling that
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allows preventing most threats encountered by organizations and
ensuring their economic security. Moreover, without a system of
controlling in place, the KPI system cannot be built, and
adherence to it cannot be monitored. Thus, obviously,
controlling performs not only the supervision, accounting
function but also allows building the system of indicators
organizing efficient work of employees and the enterprise in
general, while also ensuring the company's economic security.

5 Conclusion

For the system of controlling to function successfully, it is
essential to perform planning and operating this system at the
three levels: strategic, operational, and tactical.

It isimportant to create an organizational structure of controlling
in the company; for smaller businesses, introducing a controller's
position is sufficient. Meanwhile, for large enterprises, it is
expedient to organize a service of controlling for working with
large information volumes, controlling the company's indicators,
and preparing information based on which the company's
managers make managerial decisions.

When preparing and implementing the system of controlling, the
following conditions have to be provided. First, employees have
to be trained in the control system performance methods, with all
the employees to know these methods at that. The personnel
motivation and reward system has to be adjusted accordingly.
The employees must be kept updated on the company's strategy,
strategic objectives and tasks, as well as the current KPI system.
Training of the personnel in the theory and practice of
controlling has to be provided, too.

The contemporary controlling features such important methods
as. monitoring, externa and interna threats anaysis,
competitive analysis, analysis and expert's appraisal of
documents. Importantly, the principal function of controlling is
collection, processing, and analysis of the information to be
provided to managers; it is essential to bear in mind that
controlling has no penalty function for employees. It is prompt
and efficient processing of information in all the company's
work focus areas and its external environment that alows
ensuring economic security of the organization. For the state,
controlling performs the functions of regulating entrepreneurial
activity, developing the economy and social sphere, economic
security monitoring, and others.

A system of controlling is considered efficient if the information
presented alows making a high-quality, timely, and correct
managerial decision.

When implementing a system of controlling, managers face a
number of difficulties. Most frequently, the latter are associated
with the employees' being not prepared to accept the new
system, with the foreign experience being not adapted to the
Russian redlity enough, and with the managers not having
sufficient knowledge about the system. They may aso be
unwilling to invest into creating and developing the system of
controlling.

Importantly, controlling systems are extensively implemented at
the contemporary enterprises and, first of al, within the public
administration system. The managerial culture of controlling is
developing, too.
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