AD ALTA

JOURNAL OF INTERDISCIPLINARY RESEARCH

PUBLIC ADMINISTRATION IN THE FIELD OF STATE SECURITY: DEVELOPMENT, PROBLEMS

AND PROSPECTSFOR IMPROVEMENT

NATALIIA SHEVCHENKO, "LIUDMILA KIYDA,
“TETYANA VORONOVA, “KONSTANTIN GAVRILENKO,
*ALEXANDER KUCHEROVSKY, "YURI KHOMICH

abyniversity of Customs and Finance, 2/4, Volodymyr Vernadsky
Str., 49000, Dnipro, Ukraine

“Oles Honchar Dnipro National University, 72, Gagarin Ave.,
49010, Dnipro, Ukraine

4eDnipropetrovsk Regional Institute of Public Administration,
National Academy of Public Administration under the President
of Ukraine, 29, Gogol Str., 49044, Dnipro, Ukraine

email: ®nshevnii@gmail.com, °klii1953@ukr.net,
‘voronovatatyanai@ukr.net, ‘gavrilenkoanastasiiia@gmail.com,
®dniprodepartmenti407@gmail.com, faspiranti407@gmail.com

Abstract: The article aims to develop the foundations, place, and role of public
administration in ensuring the country's national security and substantiate specific
proposals aimed at increasing its effectiveness. The research methodology is based on
general scientific methods of cognition, integrated and systematic approaches. The
problem of public administration is constantly in the center of attention of politicians
and statesmen, scientists and practitioners since it is directly related to the knowledge
and development of fundamentally important issues of the existence and survival of a
person and individual, society and the state. However, the problem of public
administration in the field of ensuring national security has acquired particular
urgency. Thisis largely due to crisis phenomena (natural disasters, artificia disasters,
international terrorism, etc.) experienced by humanity. These problems have especialy
aggravated in society, which, having experienced in the last fifteen years the deepest
shocks associated with radical changes in politics, economy, social and spiritual
spheres, has found itself face to face with real threats to the nationa security of the
state in amost all spheres of life.
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1 Introduction

National security is understood as the security of the people of
their country, as the bearer of sovereignty and the only source of
power. The national security structure conventionally consists of
state and public security.

State security:

Internal political security;

Economic security;

Military security;

Border security;

International security, etc.

Public safety:

Personal safety (rights, freedoms, health, life);
Natural safety;

Technogenic safety;

Environmental safety [19].

State security is the state of protection of the foundations of the
country's constitutional system, political, economic, defense,
scientific, technical, and information potential from external and
internal threats emanating from foreign special services and
organizations, as well as crimina communities, groups, and
individuals [10].

Public security should be understood as the state of protection of
the country's population from criminal encroachments on the
rights of citizens and their associations, as well as from natural
and artificial threats.

The basis of national security is a unified state policy, which is
part of the country's national policy and is subordinated to the
main strategic goals determined by national interests [5].

Ensuring national security is a systematic activity of state bodies,
public institutions, and individual citizens to reliably protect
national interests from external and internal threats and
effectively counter them. Ensuring the security of the individual,
society, and the state (nationa security) is achieved by the state
administration of the national security system [22]. The need for

its provision is basic in the system of life of both an individual
and society and the state as a whole, striving to protect
themselves from unwanted external influences and radica
internal changes [3, 6, 11, 17, 20]. Modern internal and external
conditions for the functioning of society and the state are largely
negative, primarily social, caused by the consequences of the
formation of a market economy, which caused massive
dissatisfaction not only with the material but also with the
spiritual needs of the main part of modern society [12]. This
phenomenon aggravates the crisis state of all spheres of life of
the state asawhole.

An important place in the mechanism for ensuring national
security is ensuring economic security, which belongs to state
administration, and not only in the law enforcement sphere [4, 7,
18]. In this regard, it is necessary to determine the place, role,
and effectiveness of the functioning of various public and state
structures that are part of the state management system.

The focus on the development of problems of public
administration in the field of ensuring national and economic
security is determined primarily by the fact that in organizational
and legal terms, it is a complex institution, the study of which
allows us to understand the nature of the relationship between an
individual, society and the state [1].

2 Literature Review

A state is aform of political organization of society. Its primary
purpose is to protect the existing socia system and order by
influencing the activities and behavior of people by will, the
authority of power, coercion, and other methods. The sign of the
state is the presence of a particular territory, to which its
jurisdiction extends, as well as the law that enshrines the system
of sanctioned norms, unique bodies, and institutions that exercise
power functions, i.e., control systems [68].

In the scientific literature, management is considered in different
aspects, and, accordingly, other content is invested in its concept
[2, 16, 22, 27, 40]. It means not just different approaches to
management, various aspects of it, but the understanding of the
very (meaning, context, purpose) of management, based on
which its concepts are formulated. All the variety of approaches
to the definition of the concept of “management” is due to the
versatility and complexity of this unique phenomenon. In
scientific publications, the management:

. Characterized through the term "activity”, meaning that
management consists of specific types of human labor,
recorded in forms adequate to them;

. It is revealed as a specia relationship in human life: in a
hierarchical socia structure, this relationship is, as a rule,
vertical in character and is associated with the presence of
the superior side of the ability to express and exercise their
will powerfully;

= Considered in the form of arelationship, because it realy
is part of the system of social relations and forms certain
relations between people, both ‘"verticaly" and
"horizontally";

. Defined by the term "impact", which indicates the main
thing in management — the moment of influence on
peopl€'s consciousness, behavior, and activities [61].

The essence of management is most adequately disclosed by the
term "control action," i.e, a real motivating, compelling,
changing, and transforming influence on peopl€'s consciousness,
behavior, and activities [22]. Unlike the usual impact, the control
impact certainly includes several basic elements: anaysis and
foresight, goal setting, organization, coordination, regulation,
motivation, control, evaluation of the results obtained, and
planning new steps[18, 21, 26].
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Thus, the concept of "management” can be defined as purposeful
(conscious, deliberate, thoughtful, planned), organizing and
regulating the impact of people (and the institutions created by
them) on their own, social, collective, and group life activities
for specific purposes and interests [12]. Management can be
carried out directly (in the form of self-government) and through
the specially created state, economic, political-party, public, etc.
In the scientific literature, management is subdivided into types
for various reasons [43].

3 Materialsand Methods

The object of the research is the system of public relations
arising in the field of public administration while ensuring
national security. The research subject is theoretical,
organizational, and legal problems of ensuring national and
economic security by means of public administration [29-31].
The research was carried out considering domestic and foreign
experience in the development and formation of various security
systems.

Among the most important particular methodological problems,
the provisions on the determination of organizational and legal
relations in the system of economic security management by
various factors (political, economic, mora and ethical,
criminological, organizational, socio-psychological), on the
definition of the content and specifics of public administration in
the analyzed area with the designation specific constituent
elements[16, 40, 51].

Let us highlight the elements that make up the national security
system:

. State bodies, public and other organizations, as well as
citizens taking part in ensuring security by the law;

. Legislation regulating the attitude in this area;

. The country's economic state, which determines the
financial ability to protect its sovereignty, nationa
interests, and citizens of its country. Economic security is
part of the national security system and at the same time
forms the basis for the successful implementation of all
other security elements included in the national security
structure of the country, such as military, technological,
food, environmental, etc.

Another necessary element of the security system is a conceptual
element, which is the initia theoretical and politica-
organizational basis for forming and developing the elements
mentioned above of the system [10, 41, 42].

The system of ensuring national security should be understood
as a set of subordinate to the common goa of ensuring the
nationa interests of the country and interconnected state
authorities, state, public, and other organizations and
associations, citizens taking part in ensuring security following
the law, as well as conceptual and regulatory legal acts,
regulatory relations in the field of security.

Also, areliable, effective system for ensuring economic security
can serve as a guarantor of the sovereignty and independence of
the country, its stable and sustainable socio-economic
development [23]. States that are not able to qualitatively solve
such problems become dependent, often wholly, on the
technology and technology of developed countries.

3.1 Classification of Typesof Administration
The types of public administration are depending on the:

= Spheres of public life: management of society as a whole,
economic management, social management, political
management, spiritual and ideological management [61];

= Structures of socia relations: management of economic
and, accordingly, political, socia and spiritua
development of society;

L] Objects of management: economic  (economic)
management, socio-political management, management of
spiritual life[32-37, 39];

. The nature and volume of socia phenomena covered by
management: management of society, government
management, management of sectors, spheres of the
national  economy, management of  enterprises,
organizations, institutions, firms, etc [2].

Classification of types of management depending on the subject
of administration:

. Public administration (implemented by the state apparatus
on behalf of the people, on behalf of the people and in the
name of the people, extends to the entire society (and al its
subsystems) as a managed integrity;

. Loca self-government (the objects of such management
are residents of a particular administrative territory
(municipality), who directly or through the created
structures  (local  self-government bodies, municipal
services) manage the affairs of their municipality, and at
their own expense and under their responsibility);

. Management (property management by the owner);

. Public administration (by the elected bodies of various
public formations - parties, trade unions, creative, sports,
scientific communities, unions, associations) [44-49];

. Group self-regulation (a cooperative, a partnership of
gardeners, an association of sociologists, etc. Within its
framework, people freely and voluntarily united and
manage their activities on a contractual basis);

=  Sole control (control by the subject of its actions and

deeds). Planned, territorial, intersectoral, strategic,
program-targeted, etc., are also called types of management
[16, 50].

Among all types of management, public administration occupies
a specia place. On the one hand, this is because public
administration is a mechanism for the implementation of the
state's powers in the direction, organization, and purposeful
state-power influence on society and all its subsystems [22]. On
the other hand, it is a specia type of professional activity for
implementing the legislative, executive, judicial and other power
powers of the state to implement its lawmaking, law
enforcement, law enforcement, and educational functions[27].

In addition, the term "public administration" also characterizes
the branch of scientific knowledge. The object of the science of
public administration is the state and its apparatus, various
subdivisions of public state and municipal administration bodies,
both as a whole and in its individua parts, subsystems and
ingtitutions [40]. The subject is the essence, content and laws of
public administration; structure, principles, forms, methods and
legal foundations of the relationship between the state (as a
subject of control) and society (as an object of this influence);
features of managerial manifestations in various socia spheres
(politics, economics, socia sphere, international relations, etc.);
objective conditions and subjective factors that determine the
nature of management [51].

4 Results

The system affects the formation of general functions and
depends on the stages that information goes through [52], i.e.,
processes of converting primary data into information for
making management decisions. In the control system, the control
process is associated with the movement of information flows
that affect and change the control object [54-56].

The knowledge economy is an economy in which both
specialized and everyday knowledge is the source of growth. In
the knowledge economy, the determining factor is the
intellectual potential of society, on which it relies and which
constitutes the totality of everyday and specialized (scientific)
knowledge that is accumulated in the minds of people and
materialized in technological methods of production [13].
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The characteristic features of an economy based on the use of
knowledge factors are the dominance of high-tech industries and
intellectual services in the structure of GDP, the formation of an
overwhelming share of national income due to innovation or
technological rent, a high level of capitalization of companies,
the main value of which is formed due to intangible assets, that
is, an intellectua component. The knowledge economy is the
foundation and main component of the “innovation economy"”
[57]. Its fundamental basis is product knowledge and high-
quality, meaningful education, which determine the ability to
translate humanitarian and intellectual capital into the results of
production activities. The main difference between the
knowledge economy and the so-called "commaodity economy" is
the continuous technological renewal of production and the self-
creation of its "knowledge" factors, their inalienability in the
process of economic exchange, rapid renewal, and relative
availability for use [53, 58, 60, 62]. Thus, an innovative
economy requires appropriate approaches, methods, and
management mechanisms that require a systematic approach in
the face of modern globalization challenges. This means that
there is a need to form an appropriate system for managing
innovation processes at the state level. That is the formation of a
management system for the national innovation system.

Depending on the external modern globalization challenges for
the formation and development of national socio-economic
models and the pace and volume of processes that affect the
departure from traditional economic conditions and the
establishment of the knowledge economy, the state faces the
need to form and develop a national innovation system [22, 59].
The formation and development of the national innovation
system in the modern competitive and globalization conditions
of the existence of al countries of the world are incredibly
relevant.

5 Discussion

As the primary ingtitution of the political system, the state,
represented by its structures, occupies the central place in
ensuring national security [9]. This state'sroleis primarily due to
such fundamental properties as the ability to be a potent
regulator of public relations while performing the main
management function to ensure national security. It carries out
this function through the institutions of the presidency (head of
state), legidlative, executive, and judicia power, and the
institution of state control [24]. Each of the listed institutions has
its own "niche" in the nationa security system and fulfills its
role. At the same time, severa problematic issues that arise in
the process of exercising the state's administrative function to
ensure national security deserve attention, namely:

. The need to improve the organization of strategic
management of the national security system at the level of
the President through the creation of special structures for
the development of state policy, theoretical and legal
regulation in the field of activity, and coordination of the
activities of other federal executive bodies involved in
ensuring the national security of the country [38];

. The importance of systemic development of the conceptual
framework for ensuring national security [43];

. Improving the legal regulation of the activities of the
national security system [2];

. Overcoming the lack of systematic impact of state bodies
on threats to national security and their sources (causes)
[8];

. Ensuring the adequacy and timeliness of the response of
state bodies to threats to national security [40];

. The need to further strengthen coordination and interaction
in the system of federal executive bodies of sectoral
competence on topical issues of security by creating an
interdepartmental cooperation mechanism to combine
efforts in solving security problems in specific areas [24,
63-65];

. The importance of clarifying the distribution of
competence in the field of ensuring security between state
bodies (primarily executive bodies) at the level of the state

and subjects of state power, as well as in the unification
and determination of the legal status [10];

L] Development of interstate cooperation in the fight against
international terrorism, organized crime [16].

In order to resolve the above problems in the field of public
administration of the national security system, it is necessary:

1. Legidatively consolidate the central link of the national
security system, which should be empowered not only to
make recommendations to the President on national
security issues but also the right to give appropriate
conclusions on these issues, which must be taken into
account in the activities of all national security actors.

2. Toclarify the country's national security concept, the circle
of the main spheres of national security, classifying them
into two types: state security, public security, and
economic security.

3. To give the concept of national security supreme legal
force through the adoption of appropriate law.

4. Develop and adopt for each component element of national
security the corresponding doctrines and the main
directions of development (strategy) of their components
(for example, the components of the military doctrine
should be a defense strategy, a strategy of military-
technical cooperation, etc.), as well as state programs with
appropriate financial security [27].

5. In order to improve the lega regulation of the system for
ensuring national  security, develop and adopt a
congtitutional law "On national security,” in which to
consolidate the legislative basis for its provision, the
system and functions, forces, and means of ensuring
national security, to determine the powers and procedure
for the interaction of state authorities, establish the
procedure for organizing and financing the security forces,
control and supervision over their activities.

6. To develop theoretical and methodological foundations for
the formation of national security law as a complex branch
of legislation with its object, subject, and method of legal
regulation.

7. In order to formulate state policy and legal regulation, to
increase the efficiency of ensuring state security, establish
the Ministry of State Security.

8. Clearly delineate the powers of the subjects involved in
ensuring national security and determine their legal status.

9. Create an interdepartmental mechanism of cooperation in
solving problems of ensuring national security in specific

areas.
10. To improve the mechanism of interaction with foreign law
enforcement agencies in the field of combating

international terrorism and organized crime [66, 67].

11. Fighting economic crime requires the consolidation of the
efforts of society and the state, a sharp restriction of the
economic and socio-political basis of these illega
phenomena, the development of a comprehensive system
of legal, special, and other measures to effectively suppress
crimes and offenses, ensure the protection of the
individual, society and the state from crimina
encroachments [25].

Consequently, the goals, objectives, functions should be
clarified, the capabilities of the public administration system in
the law enforcement sphere should be expanded when solving
the problem of ensuring the country's economic security. Thisis
not always seen in theoretical studies of public administration's
organizational and legal aspects in the law enforcement sphere.
A number of countries have long-established security systems
responsible for the comprehensive provision of internal security.

The organization of an effective security system of the country is
possible only in a civil society, where systems of checks and
balances operate, which make it challenging to replace national -
state interests with the interests of the ruling classes,
corporations, social, ethnic, and professional groups [13]. One of
the most significant factors determining the functioning of the
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system under consideration is the division of powers and
competence among governing entities [15].

In modern conditions, the doctrine of separation of powers is
supplemented by three provisions [68]: 1) on the balance of
powers, the system of their mutual checks and balances,
balancing; 2) the need for interaction between the authorities,
which implies their unity on fundamental issues, but does not
exclude differences in methods of achieving common goals; 3)
subsidiarity of the authorities.

State power in the process of implementing the functions
assigned to it should actively participate in ensuring the
country's economic security by means and forms inherent in it
[8]. At the same time, its structural divisions solve the specified
problem with the help of their own methods and within the limits
of their competence, limited to a certain sphere of socia
relations.

Promising directions for improving the organizational activities
of the state to ensure the national security of the country should
be considered:

. Bringing the organizational activities of the state to ensure
the economic security of the country following
international standards and modern interests and needs of
society and the state for adequate internal and external
security;

. Revision of severa established provisions of the theory
and practice of public administration to develop a more
flexible and effective mechanism of public administration
in the field of law enforcement, taking into account the
emergence of new threats to national security, tasks, and
functions of state bodies in the context of their overcoming
and prevention; further research and bringing in line with
the current and future interests and needs of the Russian
society the essence and mechanism of public
administration in the field of ensuring economic security
by means of law enforcement;

. Guarantees of the optima balance and interaction of the
mechanism of public administration in law enforcement
and the action of spontaneous market relations to
strengthen the country's economic security [28].

In order to improve the efficiency of public administration in the
field of ensuring security through law enforcement, it is

necessary:

. Availability of acoordinating body;

. Improving the legal regulation of the activities of law
enforcement agencies to ensure national and economic
security;

. Increasing the level of interaction of various law
enforcement agencies in this direction;

L] Remova of duplication of functions of various law
enforcement agencies;

. Increasing the level of professional training of employees
of the relevant services;

. Improving the resource provision of the country [14].

Ensuring the state's national security can be carried out within
the framework of both conventiona and anti-crisis management
[5]. In this regard, it is necessary to prepare law enforcement
officers to act in difficult situations. A training program and
retraining of personnel are proposed, taking into account
international experiencein this area.

6 Conclusion

In current conditions, threats to the country's national security in
all spheres of life are more accurate than ever [2, 15, 19]. Under
these conditions, the concept of national security must be
completely rethought, and on this basis, new approaches have
been developed in defining a strategy for ensuring it, building its
system, and legal support.

Despite internal and external problems and obstacles, public
administration is developing as a profession, science, and
educational activity [22]. Considering the role that the state and
public administration play, the demand for scientific, expert, and
organizational-methodological knowledge should manifest itself
in the formation of partnerships between executive
administrators and research analysts based on trust and mutual
interests [1]. These interests require close joint work to shape the
political course at the state, regiona and local levels based on
rational political and managerial analysis with a focus on public
interest, identified through various forms of public participation
in the discussion of draft state municipal decisions. This kind of
work can lead to high-quality public administration, which is
consistent with the goals of rationalizing public policy.
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