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Abstract: The results of the analysis of the practices of the European Union in the field
of the principles of competence of civil servants as a basis for legal provision of
information security, the demand for methodological tools in the authorities, the
analysis of regulatory and methodologica support for the assessment of competencies
in information security are presented. Conceptual approaches to the development of a
competency model, assessment tools and evaluation procedures are given, taking into
account the requirements of regulatory enactments in the field of information security,
the characteristics of the target groups of the assessed governmental employees and
the purpose of assessment. It is assumed that the use of methodological tools will
provide an opportunity to obtain the necessary analytical information for defining
tasks and choosing programs for the development of competencies of civil servantsin
the field of cybersecurity, which may aso be in demand in educationa organizations
that train civil servants.
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1 Introduction

The development and widespread use of information and
communication technologies is a globa trend in world
development in recent decades. The 21st century is characterized
by the predominance of global and informational features of
society in world civilization. The processes of convergence and
interpenetration of national policies and economies are acquiring
a global scale, permeating various aspects of the socio-
economic, political and cultural life of the integrating countries,
based on the development of computer technologies [35]. In
these conditions, globalization presupposes the formation of a
single world information space, as well as the formation of an
international legal and cultural information field, a kind of
infrastructure  for  interregional, including information,
exchanges.

The modern stage of development of society is characterized by
the increasing role of the information sphere, which represents
the totality of information, information infrastructure, entities
that collect, form, disseminate and use information, as well as
the system of regulation of the resulting public relations. The
information sphere, being a system-forming factor in the life of
society, actively influences the state of political, economic,
defense, and other components of security. Therefore, the
information component is an important component of national
security. By virtue of its versatility, information security affects
various spheres of public life, in particular, it is an integral part
of military security, but is not confined within its framework.
Information security is not limited to purely technica and
technological parameters (information and technical security)
[54]. Information and psychological (psychophysical) security is
no less important for both the military and non-military areas.
Undoubtedly, each of the designated aspects has its own
specifics, but there is no insurmountable border between them,
therefore it is necessary to see their connections and interactions,
which contributes to the creation of a holistic picture of the
modern global and national information space.

INFORMATION SECURITY: THE

National information security is a complex concept that is
disclosed in different ways in various public documents,
textbooks, and expert articles [1-8]. It is not limited only to the
information security of the state, its bodies, the spheres of
defense and internal politics.

The information security doctrine considers the balanced
interests of the individual, society, and the state as an object of
protection. Without the protection of the informational interests
of the individual and the citizen, it is impossible to perceive the
state as a subject of asocial contract and a bearer of sovereignty,
without which the protection of citizens is impossible. Also,
within the concept, there is the protection of information
infrastructure, carried out by software, physical and technical
means, ensuring the safety of scientific developments and know-
how [54].

Thus, national security in the digital space, including ensuring
the information security of the individual, society, state, and
infrastructure, is understood as the state of protection of the
information environment, which guarantees the observance of
the rights and legitimate interests of the individual, society, and
the state in the information sphere, when their protection,
implementation is fully ensured, as well as development
opportunities regardless of the quantity and quality of internal
and external threats.

The key components of information security are technology,
processes, and people. At the same time, national and global
experts emphasize the most important role of governmental
employees in ensuring information security, the importance of
developing personnel competencies in this area [10-12]. If the
requirements for the technologies used are met and the processes
are properly built, work to ensure information security without
assessing and developing the competencies of employees in this
areawill always be fraught with risks.

Developing the ideas of the influence of the human factor on the
success of digital transformation and, in general, on information
security, various studies rely on a competency-based approach to
determining the state of information security in state bodies and
focuses on the assessment of public civil servantsin the field of
information security. At the same time, the assessment is
considered as a starting point for the development of programs
for the development and training of state (and municipal)
employees, the most important part of systemic measures in
government bodies to achieve the required level of legal support
in the field of information security [31].

Meanwhile, the lack of systematic work to determine the level of
development of the competencies of civil servantsin the field of
information security in the context of digitalization increases the
risks of the state authorities of nation-state in this area[13]. The
existing gaps in legislation, in the methodological support by
regulators, in the practice adopted in the civil service, and the
urgency of the problem made it necessary to study the EU best
practices in the field of the need to ensure a high level of
competence of civil servants regarding, first of al, legal
provision of information (cyber-) security [17-19].

2 Materialsand Methods

Due to the development of the processes of informatization of
public administration, civil servants are involved in the whole
system of information legal relations; therefore, it is amost
impossible to imagine their control and supervisory, licensing,
and jurisdictional activities without obtaining and using relevant
information [23, 25, 26]. Taking this into account, in the modern
period, it seems necessary to develop a new model of
administrative and legal regulation of information, legal relations
in the system of the state civil service, which would take into
account the fundamentaly new problems of global
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informatization of modern society [27-30]. The state civil service
is experiencing an ambiguous informational impact, the
consequences of which do not always have a favorable effect on
the efficiency of the service, and sometimes on the professional
and socia image of civil servants. Currently, the information
support of the civil service needs to be improved, especially with
regard to information exchange issues in the civil service system
in general and in particular. In addition, the administrative and
legal mechanism of information exchange between various types
of public service, as well as between the public civil service and
the municipal service, needs to be improved.

According to experts, the most important process of information
globalization is informatization as an organizational socio-
economic, scientific and technical process of creating optimal
conditions for meeting information needs and realizing the rights
of citizens, public authorities, local governments, organizations,
public associations based on the formation and use of
information resources[14, 15, 20, 24].

The changes taking place in the information sphere, on the one
hand, cause the transition to uniform standards; on the other
hand, they are characterized by the erection of new barriers
associated with ensuring the safety of the individual, society, and
the state as awhole.

The information security of society and the state is determined
by the degree of their defence and, consequently, the stability of
the main spheres of life in relation to dangerous, destabilizing,
destructive information influences that infringe on the interests
of the country at the level of both implementation and the level
of extraction of information.

In connection with the above, the methodological basis of the
study is the doctrina foundations of information security,
management theory [32-34]. The use of the descriptive-
comparative method allows studying and comparing the various
views of researchers, whereby it is possible to justify their own
positions and views. In the course of the research, genera
scientific methods were also actively used - anaysis, synthesis,
deduction, generalization, analogy, etc [36-38]. The use of the
comparative historical method made it possible to identify the
general and specific in approaches to the study of information
security issues. In the process of studying the policy of foreign
states in the field of legal regulation of information security, the
structural and functional analysis of the system approach was
used.

3 Results

Information security is determined by the following abilities of
the state (society, individual):

= To provide, with a certain probability, sufficient and
protected information resources and information flows to
maintain their life and vitality, sustainable functioning and
development;

= To resist informational dangers and threats, negative
informational influences on the individual and public
consciousness and psyche of people, as well as on
computer networks and other technica sources of
information [39];

. To develop persona and group skills and skills of safe
behavior;

=  To maintain a constant readiness for adequate measures in
information confrontation, no matter who imposed it.

Not a single sphere of life in modern society can function
without a developed information structure. The national
information resource is today one of the main sources of the
state's economic and military power [42-44]. Penetrating into all
spheres of state activity, information acquires a specific political,
material, and value expression. Against this background, the
issues of ensuring national information security as an integral
element of national security are becoming increasingly more
relevant, and information protection is turning into one of the
priority state tasks [14].

An important area of improving the legal sphere of ensuring
information security is the organization of activities to generalize
law enforcement practice in this area.

In such circumstances, the competence of civil servants in the
field of information security becomes critically important.

One of the necessary qualities of an employee during the period
of digitalization in all spheres of activity, including the civil
service, is the skill of working with information as a specific
subject of labor. In this regard, the question of whether civil
servants have skills to work with information in a digital
environment, “the ability to use digita technologies,
communication tools and/or networks to gain access to
information, manage it, integrate, evaluate, create and
transmit information in compliance with ethical and legal norms
in order to successfully live and work in a knowledge society”

[16, p. 37].

It is advisable to note that the development of legal regulation
and harmonization of relevant standards for ensuring information
security, including the security of information technology, in the
European Union began to develop relatively long ago; therefore,
it has a fairly systemic and thorough character. In addition, the
regulation of information security in the EU is clearer and more
structured: first of all, the basic concepts and categories are
clearly defined, alist of relevant threats to information security
has been presented, for example, personal data of a person and
thelike.

Since the beginning of active discussions in the mid-1990s about
the development of the information society in the European
Union, the issue of emerging risks and threats has certainly been
raised, which has led to the development of appropriate political
and legal instruments to counter these risks and threats. Constant
attention was paid to the issues of ensuring the security of the
information society [46, 47]. The active activity of the EU
ingtitutions in this area was carried out primarily within the
framework of the first (European Community) and third pillars
(cooperation between the police and courts in the crimina
sphere). In connection with the entry into force of the Lisbon
Treaty on December 1, 2009, the system of three pillars was
eliminated and the European Community was abolished; the full
successor of it was the European Union [31]. Further
development of EU legidlation in the field of information
security is carried out within the framework of the unified
system of EU legal regulation.

An important stage in the development of European policy in the
field of network and information security was the adoption of the
European Commission Communication “Security Strategy for
the Information Society: Diaogue, Partnership and
Empowerment” in 2006 [22]. This Strategy accumulates an
overview of the current state of threats to the security of the
information society and highlights additional measures to ensure
network and information security. The section “Key Threats’ of
this Strategy notes the fact that despite al efforts, both at the
international, regional and national levels, increasingly more
new security challenges arise, including attacks on information
systems for mercenary purposes, active distribution of malicious
software, spyware viruses. Within the framework of this
Strategy, the Commission aso focused on the growth of the use
of mobile devices and network mobile services as potential
targets of cyber attacks [49-52]. The document rightly notes that
any form of new means of communication and information
systems will inevitably create new opportunities for various
types of malicious attacks.

In the EU, the practice of organizing the activities of state
authorities in the external and internal information environment
demonstrates the existing technology in the prevention of
information risks and incidents. The implemented measures are
aimed at the formation of a complex of knowledge, skills,
behavioral stereotypes of civil servants as those among the most
important factors in ensuring information security [55].
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Germany legislation is characterized by a detailed development
of a system of various types of information with limited access,
clear formulations of their definitions in federal legidation. In
particular, according to the Law “On Security Verification”, the
secret information system includes state secrets (information
marked “top secret” and “secret”) and departmental secrets
(information marked “confidential” and “for officia use”), the
protection of which, unlike other types of secrets concerning the
confidential sphere of individuals, is due to the interests of the
external security of the state. Confidential information is
considered especially important and subject to special protection.
The leading role in ensuring information security in Germany is
played by the Federal Information Security Service (BSI).
According to the Law “On the Federal Office for Information
Systems Security”, BSI collects and evaluates information
regarding cybersecurity threats of the state, detects new types of
cyberattacks, analyzes the appropriate countermeasures [45].
Also, BSI, in cooperation with NATO and the EU, is responsible
for the following functions: risk assessment of the introduction
of information technologies; development of criteria, methods
and test tools for assessing the degree of security of national
telecommunication systems; checking the degree of security of
information systems and issuing appropriate certificates;
issuance of permits for the implementation of information
systems in important state facilities; implementation of special
security measures for information exchange; propaganda of the
need to ensure information security [45]. In early 2011, Germany
adopted a new Federal Cyber Security Strategy, which outlines
the following main areas of cybersecurity: 1) The main priority
of cybersecurity is the protection of critical information
structures and ensuring cooperation defined by the CIP; 2) IT
security in Germany is carried out on the basis of joint activities
of society and the state based on the correlation of threats and
measures [45]. The National Cyber Response Center optimizes
operational collaboration between all government agencies and
improves the coordination of security and I T incident response.

As we can see from the above, in order to achieve the goal of
ensuring information security in any sphere of public life, a clear
and well-coordinated functioning of the subject of ensuring such
security, which is endowed with exclusively specialized powers,
is necessary. It is a specidized body (department, institution,
enterprise) that can most effectively observe information
security, since it accumulates special experience, improves the
educational, technical, material, practical basis, as well as the
knowledge and competence from interaction with other subjects
of lega relations in the state and subjects of international law
[56-59]. Also, using the example of Germany, it is clearly
possible to determine that the proper basis for the further
effective functioning of the administrative and legal mechanism
for ensuring information security in the state is, first of all,
effective and high-quality legal regulation, implemented by
highly qualified civil servants.

In Poland, the national information policy is focused on building
a free open society, introducing the concept of free cross-border
circulation of information, ensuring human rights. The
Homeland Security Agency (ABW) plays a key role in cyber
security. In 2013, ABW developed the Cybersecurity Strategy of
Poland and initiated the creation of the Cryptology Center under
the Ministry of Nationa Defense, which is tasked with
information protection, cyber defense and offensive cyber
operations [40]. ABW has aso established a Government
Computer Incident Response Team (CERT), whose main task is
to ensure and develop the capabilities of governments to protect
against cyber threats, in particular, from attacks on infrastructure
consisting of IT systems and computer networks, or those the
destruction of which could significantly threaten the life and
health of people, national wealth [40].

In 2008, Estonia, for the first time among the members of the
European Union, published a national cybersecurity strategy
[45]. Since the indicated time, the phenomenon has acquired an
avalanche-like character — the Strategies are adopted by most of
the EU countries, and some specific features are reflected in the
national strategies.

Specifically, the Swedish Government has commissioned the
Agency for Civil Protection and Preparedness MSB to
administer the national cyber security action plan, which was
drawn up in 2008 and updated in 2010. The plan is based on the
national security information strategy and was created in
collaboration with a number of other authorities and
organizations in this area. Four main areas have been identified
as priorities [41]:

=  The need to improve multisectoral and intersectoral work
on socia information and security. Comprehensive
information security rules can be designed in such away as
to apply themin al instances under government control;

= A basic level of security for the security of public
information should be created, which is a prerequisite for
the provision of information resources, that are
increasingly becoming fundamental for the trade and
public sector; society must be able to process the vast
amount of information related to IT riots and crises [60,
61]. At the same time, operational national coordination
functions should be established;

=  Thereis alack of expertise on information security at all
levels of society.

In 2016, the European authorities agreed to introduce the
Network and Information Security (NIS) Directive in the field of
information security, which will be valid in al EU countries
after formal approval by the European Parliament and the
European Council. The directive sets requirements for all
members of the European Union. Each country's government is
obliged to comply with its requirements and establish its own
Computer Security Incident Response (CERT) and Directive
Compliance Center in each State. In addition, according to the
directive, a single coordination center for information security
will be created in the European Union, which will serve as a
platform for interaction between EU members. The leadership of
this center will be appointed by the European Commission [21].

The innovation is due to the need to prevent incidents in the field
of information security, affecting computer networks, servers,
storage systems and network nodes, on the proper functioning of
which people's lives depend. At the same time, according to
government officials, protection must be provided not only from
hacker attacks, but also from technical problems, human errors,
and natural disasters. Given the growing number of incidents and
the role of information systems in the life of modern society,
these measures have become urgent [21].

In general, in the EU, qudification requirements for information
security are formed for several target groups of civil servants
(depending on the degree of their involvement in the processes
of information security provision, for example, information
security specialists, IT specialists, managers of al levels, al
other civil servants).

In the European Union, efforts to develop information security
skills are systemic in nature and are being implemented
sequentially: from defining a competency model, developing
training programs to creating a toolkit for assessing
competencies, including self-assessment [9, 41]. A modern civil
servant of any level must be ready every hour, every minute for a
situation of mobile, competent response to requests from citizens
and organizations, which presupposes professionaism and a
high level of information competence. The insufficient level of
information competence of civil servants becomes a natural
reason for the inefficiency of the civil service in terms of the
interaction of this institution with citizens, the slow pace of
change in the existing bureaucratized management style, and the
lack of a system for providing public services to citizens as one
of the results of administrative reforms. The efficiency of the
ongoing administrative reforms and the optimization of
administrative processes in this regard, the development of
democracy and the formation of civil society also directly
depend on the increase in the level of information competence of
civil servants.
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In the EU, an acmeological concept for the development of
information technology competence of civil servants has been
developed, which gives a halistic picture of a comprehensive
solution to the problem of integrating science and practice in the
field of improving professionalism and optimizing the work of
civil service personnel in the context of universal informatization
[48]. The acmeologica concept of the development of
information technology competence of civil servants is of a
general nature and is meaningfully a system of views on the
subject of research, mechanisms for the development of this type
of competence, as well as a system of ideas about the ways and
methods of optimizing the process of this development. It
expresses a conceptual scheme for the synthesis of theoretical,
methodological, and applied foundations and combines a number
of interrelated components [48]. In accordance with this concept,
effective information technology training of a civil servant is
based on a three-component model for the development of
information technology competence, including the following:
motives, integrated knowledge, skills in computer science, as
well as skills in using new information technologies in their
professional activities, understanding all potential cybersecurity
threats and ways to eliminate them.

4 Discussion

The acmeologica model of the development of information
technology competence of civil servants reflects the conceptual
scheme of the pedagogical system, in which the interaction of
the teacher and the student is carried out through technical
means of communication. It provides for the integration of the
developed theoretical provisions and conclusions into an integral
system of ideas about the productive development of information
technology competence of students. The model includes
interrelated  theoretical, technological, and procedura
components. This made it possible to implement an iterative and
technological approach to the persona and professiona
development of the information technology competence of civil
servants. The model is innovative, as it reflects the process of
qualitative changes in the development of a person as a subject
of the process of informatization of public administration, thanks
to which he acquires the ability to achieve higher persona and
professional results. The model contains the stages of productive
development of information technology competence: problem-
oriented analysis, design of a reference state, planning of
changes, implementation of changes. The acmeological system
for the development of information technology competence of
civil servants is presented in accordance with the model of its
productive development, which includes the following content
directions. motivational, general psychological, pedagogical, in
particular, didactic.

The principles of the construction and functioning of the
acmeological system for the development of information
technology competence of civil servants in the EU as an open
system functioning under conditions of intensive informatization
of state power (principles of dynamic balance, structura
stability, feedback) have been determined. A normative model of
the subject area has been developed, built on the basis of
coordinating the factors of the objective necessity of the civil
service in the use of a number of information technologies, the
subjective need of civil servants in the development and use of
information technologies in their professional activities and a
real opportunity to master and use these technologies. The
necessary  psychological-pedagogical  and  information-
technological  conditions for building an acmeological
developmental environment have been substantiated [53]:

. Organization of a didactically oriented system of distance
interaction to higher levels of development of information
competence, both vertically (teacher - trainee) and
horizontally (between trainees of the same level) (mode of
demonstration of elements of “correct” activity, direct
transition from informing and demonstrations for self-
repetition of actions by trainees, built-in diagnostic
systems, the use of screen animation and multimedia, the
creation of electronic textbooks, information and control

materials for distance learning, simulation models of
situational management processes);

L] The presence of pedagogical and developmental
technologies based on the joint use of a modular approach
and the theory of the stage-by-stage formation of mental
actions with the maximum possible consideration of the
individual-personal, status, age and professiona
characteristics of civil servants for the implementation of
their individual trajectory of development;

. Auvailability of organizational and methodological support
corresponding to the peculiarities of informatization of the
student's activity (scenario approach to the organization of
educational tasks for working out certain elements of
professional activity, the development of specialy
organized “end-to-end” educational tasks to combine
meaningfully related elements and types of professional
activity);

= Structuring of educational data, aimed at the gradual
complication and variability of educationa tasks
(modularity in the organization of educational material,
which involves not so much the fragmentation of the
content, but rather the allocation of elements and
connections of the studied system of professional activity,
the most significant for the result of this activity).

When determining the qualification requirements for civil
servants in the field of information security, as the basis for
creating an assessment toolkit, the features of the activities of
employees and the levels of responsibility in their positions are
taken into account. In addition, the assessed knowledge, skills
and abilities should reflect the current trends in digitalization as
apromising area for the development of competencies.

5 Conclusion

In conclusion, it is important to note that the agorithms being
introduced today that formalize the decision-making process in
the selection and recruitment of a candidate for a civil servant
position, including with the involvement of neural networks and
artificial intelligence capabilities, will transfer the process of
standard recruiting from conducting an interview that gives a
subjective assessment, to an objectively compiled map of
applicants with arating of their best qualities and characteristics,
including in relation to competence in the field of information
security.

The same competency map can become a good tool for
motivating an employee for professional development, and most
importantly, for constantly monitoring the competencies of civil
servants, selecting employees who have shown the best resultsin
the talent pool, to create their individual development plan and
develop training and advanced training programs in the
information (cyber) security. An integrated technologica system
for the development of information and technological
competence of civil servants has been introduced in EU, whichis
the basis for continuous education, distance learning, diagnostics
of the state, simulation of real management activities, and
developmental trainingsin various areas.
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